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Ryu Contro“er for lab]_ Some questions to think about: (1) which switch did we
get the packet? (2) do | know how to deal with this

packet and future similar packets already? (3) if so, how
to tell the switch not to send in the packet again?

A
E learning_switch.py

Ryu controller
.. localhost:6653
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Course outline

Warm-up Video
= Fundamentals = Video streaming
®  Forwarding and routing = Video stream analytics

= Network transport - Networking and ML

Data centers = Networking for ML
= Data center networking = ML for networking

= Data center transport Mobile computing

Programmability = Wireless and mobile
= Software defined networking

= Programmable forwarding



Learning objectives

What are the new advancements in network transport design?

TCP congestion control Multi-path TCP QUIC & HTTP3.0



What is congestion control

Packet queue: packets will be
dropped if the queue does not
20Mbps have enough space to hold them

Congestion control aims to determine the rate to send data on a connection, such that
(1) the sender does not overrun the network capability and (2) the network is efficiently
utilized (in a distributed manner without a centralized coordinator)



Transport Control Protocol (TCP)

Send data across the network as fast as possible, but not faster

End-to-end design
= The end hosts control the sending rate, based on ACKs
= Does not rely on functionalities provided by the network

= May leverage in-network mechanisms like ECN for performance improvements (more in next week)

Vscce\ver




How did TCP work before 1988

1.5. Operation

As noted above, the primary purpose of the TCP is to provide reliable,
securable logical circulit or connection service between pairs of
processes. To provide this service on top of a less reliable internet
communication system requires facilities in the following areas:

Basic Data Transfer

Reliability

Flow Control

Multiplexing

Connections RFC 793

Precedence and Security

Congestion collapse (breakdowns in performance) noted on
NSFNet in 1986, 40Kbps links operating at as low as 32bps



What do we really mean by congestion

Water pipe analogue

= The path of a TCP connection as a water pipe that has space to hold water

= The available space of the water pipe changes depending on the other
connections

= |f we pump too fast, the water pipe will overflow; too slow, not efficient

= TCP tries to keep the water pipe just full

Less about congestion control, more about resource allocation

= How to wisely allocate space for all connections

“Packet conservation” is key to this idea

We do not need congestion
control if there is no congestion
which is also created by us!



Packet conservation

Congestion Avoidance and Control*

Van Jacobson'
Lawrence Berkeley Laboratory

Michael J. Karels*

University of California at Berkeley

November, 1988

Introduction

Computer networks have experienced an explosive growth over the past few years and with
that growth have come severe congestion problems. For example, it is now common to see
internet gateways drop 10% of the incoming packets because of local buffer overflows.
Our investigation of some of these problems has shown that much of the cause lies in
transport protocol implementations (not in the protocols themselves): The ‘obvious’ ways
to implement a window-based transport protocol can result in exactly the wrong behavior

ACM SIGCOMM 1988

Packet Conservation Principle

For a connection in equilibrium, i.e.,

running stably with a full window of

data in transit, a new packet should

not be put into the network until an
old packet leaves.

How does TCP achieves this?



Self-clocking

Assume the following connection is in an equilibrium

[

Sender

-

-

Receiver

.J

— P,
o/
— X
-
Ap—
——

“So, if packets after the first burst
are sent only in response to an
ACK, the sender’s packet spacing
will exactly match the packet time
on the slowest link in the path.”

A, =Ay=A, =P, =P,

Key observation: new packets are naturally sent (1) when a packet leaves (2) at the bottleneck rate
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Two more challenges to solve

How to reach equilibrium in How to adapt to the available
the first place? space in the path accordingly?
TCP idea: slow-start TCP idea: additive increase

multiplicative decrease (AIMD)

These two ideas are overloaded on the TCP sliding
window mechanism for congestion avoidance
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TCP slow-start

OR

1R

2R

3R

Upon receiving an ACK, increase the congestion window (cwnd) by 1

One Round Trip Time — . . .
b ........................................................................................................... Window size = min(cwnd, rwnd)
Z _— One Packet Time

| E ------------------------------------------------------------------------------------ cwnd

Timeout or 3 duplicate ACKs:
assumed to be a packet drop

Slow-start

r
\
(
.
7~
\_
{ I I
.

Time
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Recall the data transfer time problem

Assume a network link with 10Gbps bandwidth and 1ms round-trip time, how long does it take to transfer
100KB of data on the link?

= Slow start before reaching the maximum bandwidth Do you know how we come up with
?
. 100KB=1460B* (0+1+2+4+8+16+32+6) 1460B here? Refresh your knowledge
about Ethernet MTU.

®  |ntotal 7 round-trips in the slow-start phase > 7Tms

More generally, how long does it take to reach a window size of W in slow-start?
= RTT* log,W

= Exponential growth - slow-start is not slow at at!
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TCP AIMD

What is a duplicate ACK?

TCP Tahoe

Timeout or 3 duplicate ACKs:
assumed to be a packet drop

Slow-start
1
Time
1f cwnd < ssthresh: //slow-start
cwnd += 1
else: // AIMD

cwnd += 1 / cwnd

14



TCP AIMD

TCP Reno

Timeout 3 duplicate ACKs

Slow-start
Do not re-enter slow-start
1
Time
1f cwnd < ssthresh: //slow-start
cwnd += 1
else: // AIMD

cwnd += 1 / cwnd

15



TCP Reno problems

Problem 1: Assume queue will drain when
halving the sending rate > queue size is smaller
cwnd than the bandwidth delay product

Time
Problem 2: How long does it take to ramp up? The cwnd

increases by 1460B every RTT > 428K RTT needed. For a
connection with RTT of 30ms, this is around 3.6 hours!

16



Other TCP variants

In Linux kernel since v2.6.19 TCP CUBIC

Timeout 3 duplicate ACKs
Probing for more
cwnd g
l l convex bandwidth
W ................................................................................................................................
Slow-start Concave Improves stability
ssthresh — beta * W ..........................................................................................................................................
—_—
K
1
0 .
Time

Use a cubic function to adjust window size based on time, not RTT:

W(t) =C(t — K)? 4+ Was

https://www.cs.princeton.edu/courses/archive/fall16/cos561/papers/Cubic08.pdf

17



Other TCP variants

Variant ¢ Feedback ¢ Required changes + Benefits ¢ | Fairness =
(New) Reno Loss — — Delay
Vegas Delay Sender Less loss Proportional
High Speed Loss Sender High bandwidth
BIC Loss Sender High bandwidth
CUBIC Loss Sender High bandwidth
C2TCPIeI10] Loss/Delay Sender Ultra-low latency and high bandwidth
NATCP!1] Multi-bit signal | Sender Near Optimal Performance
Elastic-TCP Loss/Delay Sender High bandwidth/short & long-distance
Agile-TCP Loss Sender High bandwidth/short-distance
H-TCP Loss Sender High bandwidth
FAST Delay Sender High bandwidth Proportional
Compound TCP | Loss/Delay Sender High bandwidth Proportional
Westwood Loss/Delay Sender L
Jersey Loss/Delay Sender L
BBRI'2] Delay Sender BLVC, Bufferbloat
CLAMP Multi-bit signal | Receiver, Router Vv Max-min
TFRC Loss Sender, Receiver No Retransmission Minimum delay
XCP Multi-bit signal | Sender, Receiver, Router | BLFC Max-min
VCP 2-bit signal Sender, Receiver, Router | BLF Proportional
MaxNet Multi-bit signal | Sender, Receiver, Router | BLFSC Max-min
JetMax Multi-bit signal | Sender, Receiver, Router | High bandwidth Max-min
RED Loss Router Reduced delay
ECN Single-bit signal | Sender, Receiver, Router | Reduced loss

https://en.wikipedia.org/wiki/TCP_congestion_control#TCP_Tahoe_and_Reno



Check your Linux TCP variant

cat /proc/sys/net/1pv4/tcp_congestion_control

Linux woody 4.15.0-96-generic #97-Ubuntu SMP Wed Apr 1 03:25:46 UTC 2020 x86_64

Xx86 64 x86_ 64 GNU/Linux
wangawoody : ~$ I
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Why is TCP congestion control so complex?

Packet loss is not a good indicator of congestion — it is
usually too late. How can we do better?

Instead of shooting for packet losses, try to find the best
operating point more explicitly

= Provide a model for the network
= Estimate the parameters for the model based on probing

m  Decide sending rate using the network model

BBR

= Bottleneck Bandwidth and Round-trip propagation time
(BBR), developed at Google in 2016

= Congestion-based congestion control

¥ Congestion-Based
88 9 Congestion Control

MEASURING

BOTTLENECK

BANDWIDTH

NEAL CARDWELL M, y all accounts, today’s AND ROUND-TRIP
YUCHUNG CHENG "~ Internet is not moving data PROPAGATION
C. STEPHEN GUNN ) as well as it should. Most TIME

~of the world's cellular

W users experience delays of seconds to minutes;
public Wi-Fiin airports and conference venues is often
worse. Physics and climate researchers need to exchange
petabytes of data with global collaborators but find
their carefully engineered multi-Gbps infrastructure
often delivers at only a few Mbps over intercontinental
distances.®

ACM Queue 2016

SOHEIL HASSAS YEGANEH
VAN JACOBSON
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A simple model of links and queues

State 1 — No Queue

Queue Link

= w:

State 2 —Queue Formation

@J—H_»—

State 3 —Queue Saturation

@Q/

What are the behaviors of the delivery rate and RTT under the above states?

21



Modeling sending rate and RTT

State 3: queue saturation
(packet drops)

! ' u
) —

| |

| |

| |

| !

| |

|

|

|

|

RTT increases due to the
RTT B L increased queueing delay i

!
l

State 1: no queue State 2: queue formation

RTT

BW

Buffer overflow

Delivery rate

buffer of the network devices

; More packets accumulate in the

BDP Amount in flight BDP + BufSize

Bandwidth delay product (BDP) 29



Operating point of loss-based CC algorithms

State 3: queue saturation

(packet drops)
’ [

State 1: no queue State 2: queue formation

+-—>

RTT

Operating points
for loss-based CC

Delivery rate

What are the optimal
operating points?

!
I
I
!
|
]
|
l
I

BDP Amount in flight BDP + BufSize

Bandwidth delay product (BDP)



Optimal operating point

State 3: queue saturation

(packet drops)
' ! [

State 1: no queue State 2: queue formation

+-—>

RTT

!
[
I
l
|
!
!
[
[
I

The sending rate just reaches
= = the maximum bandwidth
and the RTT is the lowest
(recall the goal of TCP
congestion control)

Delivery rate

points for CC

BDP Amount in flight BDP + BufSize

Bandwidth delay product (BDP) 94



TCP Vegas

Adjust sending rate based on measured RTT — trying to operate at the optimal point

Increase linearly the transmission ~ Decrease linearly the transmission
rate when RTT decreases rate when RTT increases

Linear increase is too slow

Time

Not competitive to flows with loss-based
congestion control algorithms, why?

25



BBR

Model the network: estimates maxBW and
MInRTT on every ACK (that is not marked as
application limited)

Control sending rate based on the model:

" Probe both maxBW and minRTT, to feed the
model samples

m  Pace near estimated BW, to reduce queues
and losses

= Vary pace rate to keep in-flight near BDP
(full pipe but small queue)

RTT

Delivery rate

Only minRTT is visible

Est max BW =windowed max of BW samples

BDP Amount in flight BDP + BufSize

Only maxBW is visible

26



BBR state machine

STARTUP: exponential growth to
pipe (like slow-start)

quickly fill

DRAIN: drain the queue created in STARTUP

PROBE_BW: cycle pacing_gain to explore the

fair share bandwidth - avoiding t
kicked out by flows that use loss-
congestion control algorithms

ne flow to be

nased

PROBE_RTT: if needed, occasionally send

slower to probe minRTT

l start-up

STARTUP

'

DRAIN

PROBE BW ~——

PROBE_RTT

steady-state

2



BBR states

Delivery Rate

Delivery Rate

START_UP

Amount Inflight

PROB_BW

Amount Inflight

DRAIN

0
et
T
o
Y]
>
©
o
Amount Inflight
Q
et
©
(s o
-
Qo
.2
]
(=]
Minimize packets in flight for max(0.2s, 1 round trip)
after actively sending for 10s. Key for fairness among
multiple BBR flows.

Amount Inflight
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BBR, Reno, and CUBIC

Data Sending Rate

160 I | 1 I I I I I I

140

120 |-

100 | - Link Capacity

20 -

100
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BBR performance gains

100

—— BBR
AN - A , —— CUBIC
75
)
o
0
=
< 50-
=
Q.
-
(@)]
=
o
-
£ 25
0_
Q -  ANANM T 0
o

o

0.001 A

Loss Rate (%) - Log Scale

Fully utilizes the bandwidth,
despite the high loss

600 1

Latency (sec.)

200 1

400 4

New connections fail in Linux / Android

New connections fail in Windows / Mac OS /iOS

/

/ "
~ - .

015 0.75

15 3 6 10
Buffer (MB)

Low queue delay, despite
bloated buffer

—— BBR
—— CUBIC
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BBR defending against CUBIC

Data Rate

120

100

80

60

40

20

0

|
CUBIC s

MWWH*

0

20

40

60

80

Time

100

120

140

BBR is able to compete with other flows and defend its bandwidth

160
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Questions?



Multi-path transport

Multi-homed devices become popular

= Mobile devices (with cellular and WiFi at the same time)
= High-end servers (multiple NICs)

= Data centers (rich connectivity with many paths)

Benefits of multi-path

= Higher throughput, failover from one path to another

= Seamless mobility

33



Working with unmodified applications

Present the same socket API and
expectations

= Connection identified by the five
tuples (source/dest IP, source/dest
port, protocol)

Establish TCP connections in the normal
way

m  (Create a socket to a single IP address/
port

Single flow by default, adding sub-flows
if possible

Application
I User space
OS Kernel
Transport Socket

Multi-path TCP

TCP1 TCP2 TCPn

Sender Receiver
SYN

.m.

34



MPTCP: capability negotiation

Sender Receiver
E, |
SYNACK (MP—CAPABL During the TCP 3-way handshake
ACK (MP_cap h t the opti
_ ABLE, ke ) pnase, se e option
Y-A, key-B) “MP CAPABLE” in TCP header

If SYNACK does not contain MP_CAPABLE flag, do not try to add sub-flows

35



MPTCP: adding sub-flows

Sender

Recelver

How to associate a new sub-flow with the
connection

= Use atoken hashed from the exchanged key

= Hash-based Message Authentication Code (HMAC)
for authentication based on exchanged keys

How to start using the new sub-flow(s)

= Start sending packets with the new IP/port pair

= Associate the sub-flow(s) with the existing
connection

How to learn about extra IPs for new sub-flow

m  One end host first establishes a new sub-flow to a
known address at the other end-host

36



The curse of the middlebox

Middleboxes are network equipments that apply special operations on the path of network packets

= Firewall, network address translator (NAT), deep packet inspection, etc.

= Some of them inspect TCP traffic: check TCP sequence numbers

The middlebox may
rewrite ACK3 to ACK2 since
it has not seen ACK2 yet

The middlebox may drop
ACK4 since ACK3 is not seen

37



Solution: per-flow sequence number

SourcePort SU b-flOW DestinationPort S b-ﬂOW

Sequence Number SU b—ﬂOW

AcknowledgementNumber SU b-ﬂOW

Data Ulalp IR ]S |F : .
Offset Reserved rlcls s |yl window connection
(4-Bits) GILKIHITIN|N

data seq. number Options data ACKed

Data ...

38



MPTCP: protocol details

Retransmission on
the other sub-flow

All sub-flows share the same receive buffer and use the same receive
window: prevent starvation of sub-flows, achieve TCP-level
fairness, prevent from buffer fragmentation

39



MPTCP congestion control

Congestion control parameters for all
sub-flows are linked to move traffic

Less aggressive
away from the more congested paths

More aggressive

Each sub-flow runs its own
congestion control policy, to detect
and respond to congestion it sees

40



MPTCP congestion control: goals

Goal 1;: be fairto TCP at
bottleneck links

Goal 3: perform as well as TCP

Goal 2: use efficient paths

Goal 4: do not oscillate

41



Goal 1: be fairto TCP

A MPTCP flow with

two sub-flows —\O——

To be fair, MPTCP should take as much capacity as TCP at
bottleneck link, no matter how many paths it is using

47



Goal 2: use efficient paths

Each flow has a choice of a 1- —
hop and a 2-hop path. How Fair-share - ) :n";://s
should its traffic be split? 12Mb/s 8Mb/s

12Mb/s

I s

12Mb/s

12Mb/s

12Mb/s
12Mb/s

1-hop-only hwvs\ﬁ 12Mb/s

12Mb/s

12Mb/s

Principle: each connection should send all traffic on the least-congested
paths, but keep some traffic on the alternative paths as a prob



Goal 3: perform as well as TCP

Goal 2 says that we should send traffic on least
congested paths, in this case the 3G path?

wifi path:
high loss, small RTT

D 3G path:

low loss, high RTT

m Goal 3a: An MPTCP user should get at least as much throughput as
a single-path TCP would on the best of the available paths.

m Goal 3b: An MPTCP flow should take no more capacity on any link
than a single-path TCP would.

44



MPTCP congestion control

Maintain a congestion window W for each sub-flowr € R

Increase Wi for each ACK on path r, by

a can be fine-tuned such that
the aggregated throughput is a(Wr)
similar to what you can get from D rer Wr
a single-path TCP

Decrease W for each drop, by Wr/2

45



MPTCP in action

Support

Use Multipath TCP to create backup
connections for iOS

If you're a network administrator, you can use Multipath TCP with iOS to strengthen
connectivity to your destination host.

iI0S supports Multipath TCP (MPTCP) and allows an iPhone or iPad to establish a backup TCP connection
to a destination host over a cellular data connection.

Network administrators might want to use MPTCP. Customers with a typical home network don't need to
turn on MPTCP.

About Multipath TCP

MPTCP is a set of extensions to the Transmission Control Protocol (TCP) specification. With MPTCP, a
client can connect to the same destination host with multiple connections over different network
adapters This creates strong and efficient data connections between hosts that works with existing
networking infrastructures.

Since i0OS 7 (2013), MPTCP is available
on iOS devices. Cellular data is used
as backup for WiFi connections when
the WiFi signal is poor, for Apple
services like Siri.
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Questions?



What is the most popular Internet application?

For you US Elections Trending News Sports Entertainmer >

@ The New York Times & - Yesterday @ ( ’, 0 | e
These 20 Counties Could Decide The U.S. Election il

2 Cor
g G

%

US elections - LIVE

What you need to know about this year's election results, and
when to expect them

Trending with #ElectionDay %, #Election2020 2

Google Search I'm Feeling Lucky
Sports - Trending 000

Oakland Forever
Golden State Warriors reveal their new 'Oakland Forever' City Edition jerseys

U’f — X_405082 > Syllabus
Golden State Warriors & @warriors - 1h

A Oakland is and will always be a part of our team'’s identity.
2020-P2 Recent announcements
: “Oakland Forever," presented by @Rakuten, is a nod to the

We Believe era and its ti Account Home

history.... : i
Yy . D |Syllabus @ Changes to Zoom Settings

Show this thread Dashboard Dear students, Our university is rolling out ne...

Announcements
2,727 Tweets
— = Modules
Courses
@ LabO released
Zoom )
Dear students, Lab0 is now released, please c...

Assignments

YouTube

Quizzes
Welcome!
Files 9 Dear students, Welcome to the ACN course! T...
Discussions
People
_—— Advanced Computer Networks




Web applications based on HTTP

v O top
The Internet Engineering Task Force (IETF®) v O www.ietf.org
The goal of the IETF is to make the Internet work better. v cSssS
The mission of the IETF is to make the Internet work better by producing high quality, relevant technical documents that
influence the way people design, use, and manage the Internet. Newcomers to the IETF should start here. |ethS
News Next Meeting: IETF 98, Chicago, IL, USA . Ietf css
m IETF 98, Chicago, IL, USA (UTC -5)
BD March 26-31, 2017 v lmages
- - — g IETF-30-transparent-100px.png
Important Dates
Wiki ams_logo.png

IETF 98 Agenda
Meeting Materials
Remote Participation
Hackathon (open to

chat-trans.png

FrEFrEr

RS ietflogotrans.gif
Email Archives Recent Meeting: IETF 97, Seoul, South Korea . .
A new mail archive tool realizing the requirements ) |SOC_|Ogo.g|f
developed in RFC 6778 is now in use: » IETF 97 Information ’
» IETF 97 Proceedings i (mdex)
» Search all IETF email archives
If you choose to log in, use your datatracker credentials, ~ Internet-Drafts and RFCs Quick Search v O WWW6.ietf.O|'g
(Read full announcement in the archives here.) Search ;
=5 v images
.} isoc-2016-logo.png

Related Web Pages v meetmg/ 98/ Images

IASA and JAOC | IAB | RFCEditor | IANA | IRTE | IETETrust | ISOC g p .

ISOC Fellowship to the IETF Program .} chicagoskyline.jpg
93/ pwww.iett.crg ) ~ Force (IETF) is an organized activity of the Internet Society (ISOC).

A typical HTTP webpage contains multiple objects (text, javascript, css, images, etc.)



HTTP/1

HTTP/1
TLS*
TCP

P
ETH

PHY

Connection setup... the long way

= 1 round trip to set up a TCP connection

m 2 round trips to set up a TLS 1.2 connection

After setup, HTTP requests/responses flow over the connection

= Onlyonerequest/response is possible at a time

=  Head-of-Line (HolL) blocking on HTTP connection

TCP SYN

e X =
TCP SYN + ACK [] M;\A;D/'EY .

[ Web Server

(Browser)

TLS Server Finished
TLS/TCP TLS/TCP

TLS Client Hello
Client

TLS Server Hello

TLS Client Finished

HTTP GET (encrypted)

AYAYAY,



HTTP/1.1: avoid HoL blocking on the HTTP connection

0o . . 0o .

faliy 30 faoly 30

Nl &

TLS/TCP ]( )[ TLS/TCP }

Single TCP connection allows one
HTTP request/response at a time,
leading to HoL blocking

[ (ny:vrs\:r) } [Web Server }

00

0%

o B 0 YT
\ / \ |/
[ (Bg:vgzr) [Web Server
i
A
L[[ TLS/TCP T( % TLS/TCP J

Multiple TCP connections allow multiple
objects to be fetched through concurrent
HTTP requests/responses
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HTTP/2: stream multiplexing

Multiple streams (each for an object) are
multiplexed on the same TCP connection

000 0000
— ik N s S0 e
m == == HTTP/2 stream e
(- \/
Client HTTP/2 Web Server
(BrOWSE") Multiplexed
.i]:liﬂ- m
T
[ TLS/TCP ](— i i —)| TLS/TCP J
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HTTP/2: other properties

Client

HTTP/2 Connection

news. yahoo com

Even multiple domains (beyond
the single website) can share the
same TCP connection

Dependency

Stream 1D

Weight

Supports priority of streams set by
the client (dependency tree)
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HTTP/2 HolL problem

No HoL blocking on the HTTP connection since
HTTP requests can be fired concurrently

0000
(307 e = 30 .

[ (ng:vr;:r) J [Web Server}

[ TLS/TCP J% TLS/TCP ]

HoL blocking on the TCP connection: a retransmission for a
packet for one object would delay the transmissions of others

7" " _ — — HTTP/2 stream > ol
\ﬁ* \/

o4



QUIC

A new streaming protocol to make streaming
faster

Experimental protocol, deployed at Google
starting in 2014

= Between Google services and Chrome
= |mproved page load latency, video rebuffer rate

m  More than 75% Internet traffic based on QUIC/
HTTP3.0 by 2020

= Akamai deploymentin 2016, Facebook
deploymentin 2020

QUIC

The QUIC Transport Protocol:
Design and Internet-Scale Deployment

Adam Langley, Alistair Riddoch, Alyssa Wilk, Antonio Vicente, Charles Krasic, Dan Zhang, Fan
Yang, Fedor Kouranov, Ian Swett, Janardhan Iyengar, Jeff Bailey, Jeremy Dorfman, Jim Roskind,
Joanna Kulik, Patrik Westin, Raman Tenneti, Robbie Shade, Ryan Hamilton, Victor Vasiliev,

Wan-Teh Chang, Zhongyi Shi *

Google

quic-sigcomm @ google.com

ABSTRACT

We present our experience with QUIC, an encrypted, multiplexed,
and low-latency transport protocol designed from the ground up to
improve transport performance for HTTPS traffic and to enable rapid
deployment and continued evolution of transport mechanisms. QUIC
has been globally deployed at Google on thousands of servers and
is used to serve traffic to a range of clients including a widely-used
web browser (Chrome) and a popular mobile video streaming app
(YouTube). We estimate that 7% of Internet traffic is now QUIC. We
describe our motivations for developing a new transport, the princi-
ples that guided our design, the Internet-scale process that we used

raSaaral

Application HTTP/2 [ HTTP/25him ]
-

Security TLS I QuiC J

oo [ 0P —

Network P ]

Figure 1: QUIC in the traditional HTTPS stack.

ACM SIGCOMM 2017
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HTTP/3 over QUIC

HTTP/2 > HTTP/3 for QUIC compatibility

Connection setup, the QUIC way
= 0 round trip to a known server (common)
= (round trip if crypto keys are not new

= Connections survive IP addresses change

After setup, HTTP requests/responses flow over
the connection via QUIC streams

User-space protocol, can adopt congestion
control protocols like BBR

Application

TLS

TCP

Application

Crypto handshake

IP

Client
(Browser)

QUIC stream

[ Web Server J

-

Avoid HoL blocking on the transport by

having multiple streams over UDP
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Summary

Network transport

= How does TCP work: goal of TCP, slow-start, AIMD
= What are the different congestion avoidance mechanisms (TCP variants)

= BBR: congestion-based congestion control

Multi-path TCP

= How does MPTCP work: connection establishment, adding sub-flows, sequence numbers

=  Congestion control in MPTCP: separate congestion control on sub-flows, but linked to achieve goal goals

QUIC

= The evolution of HTTP: what are the main problems in each version of HTTP

= HTTP/3 over QUIC: zero-RTT connection establishment, no HoL blocking

oSf



Next time: data center networking

a

]
L
\.

.Y

£ |

How to build a high-performance network for data centres?
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