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Course outline

Warm-up


■ Fundamentals


■ Forwarding and routing


■ Network transport


Data centers


■ Data center networking


■ Data center transport


Programmability


■ Software defined networking


■ Programmable data plane

2

Video


■ Video streaming


■ Video stream analytics


Networking and ML


■ Networking for ML


■ ML for networking


Mobile computing


■ Wireless and mobile

👈



Learning objectives
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Why do we need data plane 
programmability? How to achieve it?

What new ideas can we explore with data 
plane programmability?



Evolution of the computer industry
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Proprietary 
hardware

Proprietary 
operating system

Proprietary 
applications

Microprocessor

Windows Linux macOS

App App App App

Open interface

Open interface

Disaggregation

The computing industry has been evolving from proprietary hardware/software towards 
more general-purpose hardware/software with open standards/interfaces.



Evolution of networking industry
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Proprietary 
hardware

Proprietary 
operating system

Proprietary 
features

Merchant switch chips

Floodlight Ryu ONOS

App App App App

Open interface

Open interface

Disaggregation

The networking industry has also been evolving from proprietary hardware/software 
towards more general-purpose hardware/software with open standards/interfaces.



Recap: software define networking
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Control program Control program Control program

Global network view

Network OS

Forwarding

Forwarding

Forwarding

Forwarding

Forwarding



A deep dive into OpenFlow
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OpenFlow is designed 
around the match+action 

abstraction:  a set of header 
match fields and forwarding 

actions

OpenFlow v1.5: 41 match header fields

Match Action

Most hardware/software 
switches only support limited 
match/action set (Ethernet, IP, 

TCP, MPLS) due to ASIC 
limitations.



Switch architecture
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Switch OS

VLAN OSPF etc....

Driver

A switch can only match on a 
supported packet header field 

and take corresponding actions.

ASIC

Packet processing pipeline



Switch architecture: adding a new protocol
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Switch OS

VLAN OSPF etc.

Driver

What if we want to add a new 
protocol/feature to the switch?

ASIC

Packet processing pipeline

New



Switch architecture: required modifications
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Switch OS

etc.

Driver

The switch ASIC has to be 
modified in order to support 
such a new protocol/feature.

ASIC

Packet processing pipeline

VLAN OSPF New



Development cycle

It takes years for the new ASIC to be developed, fully tested, and finally deployed!! When the upgrade is 
available:


■ It either no longer solves your problem 


■ You need a fork-lift upgrade at huge expenses
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ASIC team

Network 
owner (ISP)

Network 
equipment 

vendor 
(Cisco)

Software 
teamFeature Feature

Feature

Weeks

YearsYears

What is the root cause of all this?



The "bottom-up" mentality
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Switch OS

Driver

Fixed function switch

"This is how I process 
packet..."

The network systems are built following the 
bottom-up approach: all network features are 
centered around the capabilities of the ASIC.

Any other ideas? If so, why you think it is better?



The "top-down" approach
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Switch OS

Driver

Customizable switching ASIC

"This is precisely how you must process 
packets..."

Make the ASIC programmable, and let your 
features to tell the ASIC what to support!

How to support programmability?



Domain-specific processors
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CPU

Compiler

Java

Computers

GPU

Compiler

OpenCL

Graphics

DSP

Compiler

Matlab

Signal 
processing

TPU

Compiler

TensorFlow

Machine 
learning

Networking



Domain-specific processors
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CPU

Compiler

Java

Computers

GPU

Compiler

OpenCL

Graphics

DSP

Compiler

Matlab

Signal 
processing

TPU

Compiler

TensorFlow

Machine 
learning

Compiler

Language

Networking

Switching ASIC



Programmable switch ASIC abstraction: PISA
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CPU

Compiler

Java

Computers

GPU

Compiler

OpenCL

Graphics

DSP

Compiler

Matlab

Signal 
processing

TPU

Compiler

TensorFlow

Machine 
learning

Compiler

P4

Networking

Switching ASIC 
(with PISA)



PISA and P4

PISA: protocol independent switch architecture


P4: programming protocol-independent packet processors –  a 
high-level language for programming protocol-independent 
packet processors

17

ACM SIGCOMM CCR 2014

Ingress (match-action pipeline) Egress (match-action pipeline)

Parser DeparserSwitching fabric 
(e.g., crossbar)



Programming a P4 target
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P4 program

Architecture model

Compiler Control plane

Data plane Tables Externs

CPU port

Code Target

Target-specific binary

User supplied

Vendor supplied



P4 processing overview
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Parser DeparserControl



P4 parser: example
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start

parse_ethernet

parse_ipv4

parse_tcp parse_udp

accept reject

Transition between states

parser MyParser(…) {

state start {


transition parse_ethernet;

}

state parse_ethernet {


packet.extract(hdr.ethernet);

transition select(hdr.ethernet.etherType) {


0x800: parse_ipv4;

default: accept;


}

}

state parse_ipv4 {


transition select(hdr.ipv4.protocol) {

6: parse_tcp;

17: parse_udp;

default: accept;


}

}

state parse_tcp {


packet.extract(hdr.tcp);

transition accept;


}

state parse_udp {


packet.extract(hdr.udp);

transition accept;


}

}



P4 control: table, action
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table ipv4_lpm {

key = {


hdr.ipv4.dstAddr: lpm;

hdr.ipv4.version: exact;


}

actions = {


ipv4_forward;

drop;


}


size = 1024;

default_action = drop();


}

action reflect_packet(inout bit<48> src,

 inout bit<48> dst,

 in bit<9> inPort;

 out bit<9> outPort; 

) {


bit<48> tmp = src;

src = dst;

dst = tmp;

outPort = inPort;


}


reflect_packet(hdr.ethernet.srcAddr, hdr.ethernet.dstAddr, 

standard_metadata.ingress_port, standard_metadata.egress_spec);



P4 deparser

22

ethernet {srcAddr: a:b:c:d, …}

ipv4 {srcAddr: 1.2.3.4, …}

tcp {srcPort: 1234, …}

a:b:c:d → 1:2:3:4

1.2.3.4 → 5.6.7.8

1234 → 56789

Payload
control MyDeparser {


apply {

packet.emit(hdr.ethernet);

packet.emit(hdr.ipv4);

packet.emit(hdr.tcp);


}

}

Packet headers Deparser Packet



More on p4.org.

 


Don't forget to watch the video on the page!

http://p4.org


Key-value storage

Store, retrieve, manage key-value objects


■ Critical building block for large-scale cloud services


■ Need to meet aggressive latency and throughput objectives efficiently


Target workloads


■ Small objects


■ Read intensive


■ Highly skewed and dynamic key popularity
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Key-value store
Challenges


■ Highly skewed and rapidly changing workloads


■ Low throughput and high tail latency


■ How to provide effective dynamic load balancing?
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If we randomly distribute the items, some machines will get more visits than others.



Key-value store

Fast, small cache can ensure load balancing


Strong theoretical results: cache O(NlogN) hottest 
items can already ensure load balancing


■ N: number of servers


■ E.g., 100 backend servers with 100 billion items


Requirement: cache throughput ≥ backend aggregate 
throughput
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ACM SOCC 2011



How to build the cache?

Cache needs to provide the aggregate throughput of the storage layer
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flash/disk

each: O(100) KQPS
total: O(10) MQPS

in-memory

O(10) MQPS

cache

each: O(10) MQPS
total: O(1) BQPS

in-memory

O(1) BQPS

?cache

Nowadays key-value stores are already in memory. How can we achieve even higher throughput?



How to build the cache?

Cache needs to provide the aggregate throughput of the storage layer
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flash/disk

each: O(100) KQPS
total: O(10) MQPS

in-memory

O(10) MQPS

cache

each: O(10) MQPS
total: O(1) BQPS

in-memory

O(1) BQPS

cache in-network

Limited on-chip memory?

But we only need to cache O(NlogN) small items!



In-network caching

Key-value caching in network ASIC at line rate?! How?
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How to identify application-
level packet fields?

How to store and serve 
variable length data?

How to efficiently keep the 
cache up-to-date?

We need to answer the following questions:



Recall PISA

PISA: Protocol independent switch architecture


Programmable parser


■ Converts packet data into metadata


Programmable match-action pipeline


■ Operate on metadata and update memory states
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Key-value store with PISA

PISA: Protocol independent switch architecture


Programmable parser


■ Parse custom key-value fields in the packet


Programmable match-action pipeline


■ Read and update key-value data


■ Provide query statistics for cache updates
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ETH IP UDP Key (+Value) Others



NetCache rack-scale architecture

Switch data plane


■ Key-value store to serve queries for cached keys


■ Query statistics to enable efficient cache updates (e.g., identifying hot items)


Switch control plane


■ Insert hot items into the cache and evict less popular items


■ Manage memory allocation for on-chip key-value store
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Data plane query handling
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In-network caching

Key-value caching in network ASIC at line rate?! How?
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How to identify application-
level packet fields?

How to store and serve 
variable length data?

How to efficiently keep the 
cache up-to-date?

We need to answer the following questions:



NetCache packet format 

Application-layer protocol: compatible with existing L2-L4 layers


Only the top-of-rack switch needs to parse NetCache fields
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P4 parser is used to parse the existing protocols headers plus the NetCache protocol fields



In-network caching

Key-value caching in network ASIC at line rate?! How?
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How to identify application-
level packet fields?

How to store and serve 
variable length data?

How to efficiently keep the 
cache up-to-date?

We need to answer the following questions:



Use register array
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Challenges in dealing with variable length

No loop or string due to strict timing requirements


Need to optimize hardware resources consumption


■ Number of table entries


■ Size of action data from each entry


■ Size of intermediate metadata across tables
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Potential solutions
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Match
Action

pkt.key == A
process_array([2,3,...])

Solution 1: use action data 
to hold the indices 

Problem: number of lookups in 
one register array (RA) is limited

Match
Action

pkt.key == A
process_array(2)

Match
Action

pkt.key == A
process_array(2)

RA

RA1

RA2

Solution 2: use multiple RAs 
with the same match-action

Problem: too many match 
action table entries



NetCache: two-level lookup
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Small action data

Small match-action table size



NetCache: two-level lookup
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Memory management
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bins

Solving a bin-packing problem: use First-Fit heuristics



In-network caching

Key-value caching in network ASIC at line rate?! How?
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How to identify application-
level packet fields?

How to store and serve 
variable length data?

How to efficiently keep the 
cache up-to-date?

We need to answer the following questions:



Cache insertion and eviction
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Goal: react quickly and effectively to workload changes with minimal updates

Challenge: cache the hottest O(NlogN) items with limited insertion rate



Query statistics

For cached key: per-key counter array


For uncached key:


■ Count-min sketch: report new hot keys


■ Bloom filter: remove duplicated hot key reports
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Other applications: congestion control
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ACM SIGCOMM 2019

Use INT to obtain precise network link 
load information and adjust sending 

rate based on such information

Think about the difference to ECN



Other applications: coordination
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Use switches to maintain a distributed, fault-
tolerant storage service for locking/agreement

USENIX NSDI 2018



Summary

Why do we need programmable data plane?


■ OpenFlow is centralized around known packet header fields and does not support new protocols


■ Updating the hardware to support new protocols is time-consuming


How to enable data plane programmability?


■ Abstraction: PISA architecture


■ Language: P4


NetCache: leveraging programmable data plane for accelerating key-value store


■ Use PISA parser to obtain query information


■ Use multiple register arrays to hold items with variable length


■ Use CountMin sketch and Bloom filter to report hot items
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Next time: video streaming
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